§568.3

§568.3 Security program.

(a) Contents of security program. The
security program shall:

(1) Establish procedures for opening
and closing for business and for the
safekeeping of all currency, negotiable
securities, and similar valuables at all
times;

(2) Establish procedures that will as-
sist in identifying persons committing
crimes against the association and that
will preserve evidence that may aid in
their identification and prosecution.
Such procedures may include, but are
not limited to:

(i) Maintaining a camera that records
activity in the office;

(i) Using identification devices, such
as prerecorded serial-numbered bills, or
chemical and electronic devices; and

(iii) Retaining a record of any rob-
bery, burglary, or larceny committed
against the association;

(3) Provide for initial and periodic
training of officers and employees in
their responsibilities under the secu-
rity program and in proper employee
conduct during and after a burglary,
robbery, or larceny; and

(4) Provide for selecting, testing, op-
erating and maintaining appropriate
security devices, as specified in para-
graph (b) of this section.

(b) Security devices. Each savings as-
sociation shall have, at a minimum,
the following security devices:

(1) A means of protecting cash and
other liquid assets, such as a vault,
safe, or other secure space;

(2 A lighting system for illu-
minating, during the hours of dark-
ness, the area around the vault, if the
vault is visible from outside the office;

(3) Tamper-resistent locks on exte-
rior doors and exterior windows that
may be opened;

(4) An alarm system or other appro-
priate device for promptly notifying
the nearest responsible law enforce-
ment officers of an attempted or per-
petrated robbery or burglary; and

(5) Such other devices as the security
officer determines to be appropriate,
taking into consideration:

(i) The incidence of crimes against fi-
nancial institutions in the area;

(ii) The amount of currency and
other valuables exposed to robbery,
burglary, or larceny;
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(iii) The distance of the office from
the nearest responsible law enforce-
ment officers;

(iv) The cost of the security devices;

(v) Other security measures in effect
at the office; and

(vi) The physical characteristics of
the structure of the office and its sur-
roundings.

§568.4 Report.

The security officer for each savings
association shall report at least annu-
ally to the association’s board of direc-
tors on the implementation, adminis-
tration, and effectiveness of the secu-
rity program.

§568.5 Protection of customer infor-
mation.

Savings associations and their sub-
sidiaries (except brokers, dealers, per-

sons providing insurance, investment
companies, and investment advisers)
must comply with the Interagency
Guidelines Establishing Information

Security Standards set forth in appen-
dix B to part 570 of this chapter. Sup-
plement A to appendix B to part 570 of
this chapter provides interpretive guid-
ance.
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§569.1 Definitions.

As used in this part:

(a) Security holder. The term security
holder means any person having the
right to vote in the affairs of a savings
association by virtue of:

(1) Ownership of any security of the
association or

(2) Any indebtedness to the associa-
tion.
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